SharePoint Column Permission

Please note th&olumnView Permissiorhas to be activated before it can be used. For further
reference, please see goduct Installation Guide

Further information is also available in deAQ.

Feature Introduction

Column Permission

Column Permission Enable or Disable Column Permission

Enable or disable Column Permission @ Enable

(") Disable

This function lets the administrator globally enable or disab@obumnPermission settings
configured withColumnPermission in this list.

Permission Settings

Permission Settings Permission Settings Name (Click to edit) ~ Click to Delete Enable Disable State

Set form permission parts. You have not yet created any permission settings.

8 Add Form Permission Settings

The Permissions Settings section gives the administrator an overview d@elualin

Permission settings already set up. Each settings part can be deleted, or enabled disabled. The
status field display whether a settings part is enabled or disabled. TdCadiitranPermission

settings part click the name of the settings part which wédhdape settings page for t®lumn
Permission settings part.

ToaddColumnPer mi ssi on set tFormRer micd sickngd h®e titAidrdg s O

Import/Export Permission Parts



Import or Export Import I | Export

Import or export current settings as an xml file.

The new version o€olumn View Permissioallows for importing and exporting permission
parts. This function is based on XML files. Thus, creating similar permissions for different sites
will be easier and less time consuming.

To import settings click the Import button. A popup window will open. There the administrator
can either paste the XML file contents into the designated area, or brovesidaand upload it.
After uploading the file the contents will be displayed in the area above the upload area. To
confirm importing the XML file click the OK button. To abort importing the specified
permission settings, click the Cancel button.

To export permission settings click the Export button. A popup window will open and display

the XML file contents in the edit area. The administrator can then save the settings to any
location and thus make it reusable in other lists. To abort exporting the settings, click the Cancel
button.

Permission Settings Name

Permission Settings Name Enter a name for these Permission Settings:

Enter a unique name for these permission settings
Name eaclColumnPermissiorsettings part. The settings part will be displayed with this name
in the Permission Settings table in the main settings page for View Permission.

User/Group Selection Process

The User/Group selection process has been modified and improved comparqutévithes
version. One distinctive difference is that administrators are now able to specify in far more
detail which users to include and which to exclude from the selection process. It also makes
understanding the selection easier as both parts shagantieeinterface.

The first selection lets the administrator decide if he wants to include all users, or if he wants to
select a small group of users based on criteria that he specifies below.



Include People

5 Select people type
Select people to whom you want to assign permissions

Select All Users
Q@ Select Only the Following Users

Column View Permission now allows for specific selection of users and groups by filtering them
by:

a) Including/excluding anonymous users
b) Input of user or group names
c) Selecting user/group columns, as well as relative lookup fields in this list
d) Looking up users from other lists and filter them based on conditions
a) Anonymous Users
Select/Unselect Anonymous Users
|| Indude Anonymous Users
This allows the administrator to include anonymous users in the peymssstings.
An anonymous user is used for public access to your Web Site.
Anonymousaccessllows anyone to visit the public areas of your Web sites while preventing
unauthorized users from gaining access to your Web server's critical administaitivesfand

private information.

b) Input of user and group names

Enter users/groups

&, W

As in previous versiong;olumn View Permissioprovides a box to enter any user or group
name. It also allows entering multiple users or groups, and as with the default user selection, the
administrator can look up names or check the names entered into the box.

c) Selecting user/group columns, as wellaative lookup fields in this list



Choose columns containing users or user groups

["| pisplay any related columns {i.e. lookup columns)

luser
| Created By
" | Modified By

As in previous versiong;olumn View Permissioprovides checkboxes with all Usérbup
columns available. Chealg these checkboxes will result in selecting the users which are
contained within the selected coluninis selection wilfilter the values in the column specified
with the logged in useiThe permissions are only set for items associated with the dyrrent
logged in user, but will not affect any other items.

The administrator can also select related columns, if the checkbox to display them is checked.

This means that all user/group columns in the list that is looked up from will be available for
selection

d) Looking up users from other lists and filter them based on conditions

Choose user or group columns from another SharePoint list

IChoose user/group columns from a different list: X
Select a site: Select a list:
Global Home - ActiveDirectoryConfig v

Select a column containing people or groups:

[ created By
[ Modified By

V| Add condition

Enter a condition to determine the people or groups to which the permissions will be assigned:

[Insert column...] v [Insert operator...] v [Insert function...] v

Function Help Tip

Add users from another list

The process to select users from another list works in 3 steps:



1. Spedfy the list to look up from. To do so, the administrator has to firstly select the site
on which the list is locatedNote that only sites in the same site collection are available.
All lists located on this site will be available for selectionnotherdropdown list.

2. Specify the User/Group columns that will be used to specify the users. These are to be
selected through checkboxes, similar to the User/Group column selection in the original
list. The difference is that all thesersare pulled from theolumnregardless of the user
who has logged inThus the settings will be the same for all itefso, related
columns arenot available to select in &se settings

3. Afinal step is the ability to filter the users selected based on conditions.

Specify Skection Criteria Based on Conditions

We have introduced conditions to specify user and items even more precise, and thus providing
an even more granular approach. The conditions sections have been added in two sections:

a) For filtering users/groups frowmther sites
b) For specifying the items that will be affected by the permission settings

a) The process to select users from another list works in 3 steps:

1. Specify the list to look up from. To do so, the administrator has to firstly select the site on
which the list is located. Then all lists located on this site will be available for selection in
a dropdown list.

2. Specify the User/Group columns that will be used to specify the users. These are to be
selected through checkboxes, similar to the User/Growprsokelection in the original
list.

3. Filter the results by specifying conditions. The conditions allow to build relationships
between the User/Group columns and any other column existing in the list. This will
effectively result in only selecting users wimeet the conditions specified.

b) Specifying items that will be affected by the permission settings:



Form Permission Settings

Select permission settings:

|¥] Add Conditions
Enter a condition to determine the people or groups to which the permissions will be assigned:

[Insert column...] v [Insert operator...] v [Insert function...] v

Function Help Tip

By entering conditions, the administrator caedfy for which items the permissions are set.

The main difference to the user selection process is tesdbnditions are only based on the
current list. There is no reference to other lists possible. Also, the selection process is not based
on any asociated columns with the user selection, but it takes direct effect.



FormPermission Settings

Form Permission Settings

[select permission settings:
[} add Conditions

New Item Form:
Select columns to hide on the new item form (these columns will not be visible)

,~
Attachments (3

Salary Tl

Social Security Number

User

o | »

<4 » 4 »

Edit Item Form:
Select columns to grant edit or read-only access in the edit item form

Select read-only columns

Approval Status -

Attachments B
Employee ID Add >
Salary

Social Security Number
User

i »

m

< »

Select hidden columns

[ | »

< » g

View Item Form:
Select columns to hide on the display item form (these columns wil not be visible)

2
Attachments |f

Employee ID ;=| Add >
Salary

Social Security Number
User

fing| »

<4 » < »

Add permission settings

In the new version of Column View Permissitie administrator has the option to ooty set
the permissions for columns, but instead can specify what columns are accessible in what way
for each form.

To set columns readnly, they have to be set as ready in the Edit ltem Form.

To set columns hidden, they have to be set as hiddditimese forms, meaning the New Item
Form, the Edit Item Form and the View Item Form.



Column Permission and View Permission are working closely together. This means that columns
hidden from certain users will have to be removed from a view if these hseltd e able to
access this view. If a view contains these columns it will not be accessible to the users.

Example

In a list that keeps confidential information on HR, most companies will have to restrict access to
certain fields.

HR Ménabehe;\t

New - | Actons - | setungs - View: Administration  ~
JROI0508AD03  Jackson Rachel (8199 Jackson Rachel@testcorp.com  7/7/1963 8781766 12VEJMT  S9Casno  Springfield 6/1/2008 0 6732013 Administraton Manager  Mchael Rachel
S0 Drve Peters Jackson
6754
DAOIIOSPD19  Davs Asley (8159 Davis.Ashiey @testcorp.com 10/141984 42607899  I2UNGE  4Kemedy Sprngfeld  1/1/2009 % 412009 yyo12 ProductionDevelopment  Quaity JamesWhite  Ashiey
593- Drive Assurance Davis
8% Analyst
T 14 Tumer Clare @155 Turner.Clace @testcorpcom 7BI97 618385574 12USSAX  74Man  Sprigheld  8/1/2008 % 1y/172008 8/y2011 Producton8Development Devekper  Daniellopez  Caire
834 Street Turner
8501
BC1SO707MKOS  Brown Catherre  (8122) Brown Catherne@testcop.com  1/20/1965 074500789 12120GVCG  69Tmes  Springfeld  6/15/2008 C 6/15/2013 Marketing Mansger  Michael Catherine
517- peters Brown
3257
LKO10109PD16  Lee Kevin 6122 Lee.Kevn@testcor.com 223/1983  00868-1919  IZIRGNFN  60Casmo  Sprigfeld  1/1/2009 3% 42009 yyo12 ProductiondDevelopment Developer  Dariellopez  Kevilee
25- orve
947
APOIOZEMKDS  Anderson  Peter ©133 Anderson Petertestop.com  S/11/1967 68096885  12DLOYOE  60Garden  Springfield  7/1/2008 3% 10/1/2008 721 Marketng Assistant Catherine peter
124- Road Brown Anderson
9850
IMOIOMEPD1  Johnson  Mary (@159 Johnson. Mary @testcorp.com 6/B/1984 431724648 12ZANP SPark Sorngfield  7/1/2008 3% 10/1/2008 1 ProductonDevelopment  Qualty JamesWhite  Mary
20 Avenve Assurance Johnson
9327 Analyst
Peters Mchael (8133 Peters.Michael @testcorp.com 92Y1960 265630983  LOKIQ 19 Springfeld  6/1/2008 General Manager Onner Mchael
- Greenview Peters
o717 Terrace
White James @155 White. James @testcorp.com 5/26/1974 45208128 I2IMRMBZ  14Park  Sprigfield 6/1/2008 ProductionSDevelopment Manager  Michael James
71 Boevard Peters White
3
SI0107084004  Smith 2 (122) (8222) smith.ohn@testcorp.com 12111964 468043233  L2UMWP  6SMan  Springfield  7/1/2008 3 10/1/2008 7121 Administraton Assstant  Rochel John Smith
97 710 Street Jacksan
6471 4960
GIDI0B0SVKO8  Gerdia Giabeda  (8155) (8222) Gacalssbela@testop.com  S/I8/1968 764966384 12IANXY4  3SMan  Springfeld 8/1/2008 3% 13/1/2008 8y Marketing Assistant Catherine isabells
s%9- 761 Street Brown Garca
EEV. )
PAOIOZEPDI3  Philos Angela  (BUN) (8222)  Phiips. AngelaBtestcorp.com 1201977 006429357  1206XOM  S9Museum  Springfield  7/1/2008 3% 10/1/2008 71 ProductondDevelopment Developer  DanielLopez  Angela
02 181 Road Phils
032 w07
MOIDI0MKOI  Jackson Mary @1  (8233)  Jadkson.Mary@testcorp.com 10/5/1968 59668285 1214IMRW 72Staton  Sprngfeld  1/1/2009 % 412009 yyo Marketing Sales Catherine Mary
242 I quare Assocate  Brown Jackson
w0 3055
LSOL0609PD17  Lewss Susan (€122) (8244)  Lewis.Susan@testcorp.com 130/1983 50957093  12290GM2 Mlske  Spingfield 6/1/2009 3% 9/12009 6/y2012 Producton8Development Developer  DarielLopez  Susan
o8- 505 Rosd Lews
s08 6711
LPO10708°D12  Lopez Daniel (111)  (82¢4)  Lopez.Darvel@testeorp.com YPN977  SHIATI  RFYEL 12 Soringfeld  7/1/2008 3% 10/1/2008 12011 Production8Development ~ Project James White  Dariel
5% 532 Springfield Manager Lopez
867 9435 Bodevard
TMOI0808MKD7  Tavlor Madson (8149 (82%9) TayorMadsonGtestcop.com  8/5/1967 05660545 I2NRNEIW  18Pak  Sorigfeld 8/1/2008 3% 1y/1/2008 s/ Administraton Asssant  Rachel Madson
211- 01 Souevard Jackson Tayior
7 966
RAO 15 Anthony  (8122) (8222) RodriguezAnthony@testcop.com /171982 63201179 12°XSI0B  17Pak  Springfeld 8/1/2008 3% 13172008 LT Production@Development Developer  DarielLopez  Aathony
LI TS Avence Rodriguez
5w 182
S0010MKI0  Smth Jefer  (8155) (8244)  Smith.Jennifer Gtestcorp.com 1281973 WIME  12QQ15 59 Sorngfield  6/1/2009 3% 9/12009 sy Marketing Sales Catherine Jennifer
2. W2 University Assocate  Brown Smith
016 889 Drive

The screenshot above illustrates this issue; here a lot of information is included that normal
employees should not be able to change. Column View Permission is designed to provide a way
to manage permissions for forms. It also provides the option to hide columns, or to set them as
readonly.

So for the Edit Item Form all values can be changed, even though the user should not be able to
see or changed all the information in this form.



Employee ID

JRO10608AD03
Family Name Jackson
First Name Rachel
Date Of Birth 7/7/1963 i
Passport # 121VBITHT
Social Security # 308-78-1766
Address 55 Casino Drive
City Springfield
Email Jackson.Rachel@testcorp.com
Phone (8199) 560-6794
Mobile (8255) 853-9584
Joined on 6/1/2008 @
Duration of Contract 60
Contract Due Date 6/1/2013 E
On Probation Until i
Position Manager
Department Administration v
Reporting To Michael Petgrs
Comments
User \Rachel Jackson &

The same issue exists for the New Item Form. Not every user should be able to add information

to the list, or enter values for all columns.



Employee ID “ ]

Family Name

First Name

Date Of Birth m

Passport #

Social Security #

Address

City

Email

Phone

Mobile

Joined on m

Duration of Contract

Contract Due Date

On Probation Until

Position

Department Administration v

Reporting To

Comments

User I |8, G2

In the View Item Form, most often, companies would want to hide certain information from
users. With default settings however the View Iltem Form looks like the one below.



(= New Item | [AEdit tem | X Delete Item | 43Manage Permissions | (5 Workflows | Alert Me

Employee ID JRO10608ADO03
Family Name Jackson

First Name Rachel

Date Of Birth 7/7/1963
Passport # 121VBITHT
Social Security # 308-78-1766
Address 59 Casino Drive
City Springfield
Email Jackson.Rachel@testcorp.com
Phone (8199) 560-6794
Mobile (8255) 859-9584
Joined on 6/1/2008
Duration of Contract 60

Contract Due Date 6/1/2013

On Probation Until

Position Manager
Department Administration
Reporting To Michael Peters
Comments

User Rachel Jackson

To change this behavior, navigate to the Column Permission Settings. To do so, enter the List
Settings page.

Global Home > HR Department > HR Management

HR Management

Employee ID Fami Create Column
Add a column to store additional
JRO10608ADO3 Jacks information about each item.

Create View

DA010109PD19 David m Create a view to select columns,

filters, and other display settings.

List Settings
Manage settings such as permissions,
columns, views, and policy.

TC010808PD14 Turng




There click the Column Permission settings link.

o Title, description and navigation @ Delete this list

@ Versioning settings 8 Save list as template

8 Advanced settings & Permissions for this list

8 Audience targeting settings 8 Workflow settings

8 List Item Ranking Settings (Powered by SharePointBoost) @ Information management policy settings

@ RichText Boost Settings (Powered by SharePointBoost) o Column Permission settings (Powered by SharePointBoost)

@ View Permission settings (Powered by SharePointBoost)
8 Item Permission Batch settings (Powered by SharePointBoost)
& Form validation settings (Powered by SharePointBoost)

This will direct you to the Column Permission Main Settings page. Here click Add Form
Permission Settings.

Main Settings Page

Click the OK button to apply any changes you have made to permission settings
Eolamn Persnissios: Enable o Disable Column Permission
Enable or disable Column Permission @) Enable

© Disable
Permission Settings Permission Settings Name (Click to edit)  Click to Delete Enable/Disable State
Set form permission parts. Administration
© Add Form Permission Settings

Import or Export Import ||  Export
Import or export current settings as an xml file.
License Management Click here to manage license for Column/View Permission 2.0.401.1
Manage license for Column Permission

Click the OK button to apply any changes you have made to permission settings | 9K Cancel

Here, firstly specify the name of the permissions part, here it is called "Administration”.

Permission Settings Name Enter a name for these Permission Settings:
Enter a unique name for these permission settings Administiation

Include People Select people

Select people to whom you want to assign permissions ® “twg

() Select Only the Following Users




In the Include People section the checkbox is set to Select All Users. In this Permission part the
users affected are specified by excluding users, thus the selection is actually made in the Exclude
People part.

Firstly, the Anonymous Users are excluded from the selection. Furthermore, this settings part
should only affect all users except employees if'Aneninistration” department. To exclude

these users, the "Choose user or group from another SharePoint list" sactimused to filter
users. To do so you have to specify the site and list to lookup from. In this case, this is actually
the same listso it is the HR Department site, and the HR Management list. After that, a column
has to be selected from which the users or groups are pulled from. The "User" column contains
all the users in the company; therefore this information has to be filterefiliétorg this

information Column Permission provides condition settings. The condition in this case is:

[(HR Management).Department]=="Administration"

This condition specifies that only users working in the "Administration” department will be
selected.



