1. General Note

Please note that AD Administration has to be activated before it can be used. For further reference,

please see our Product Installation Guide.

Further information is also available in our FAQ.

2. Navigation

2.1 In Central Administration

On the Central Administration homepage, click SharePointBoost Software Management.
Under AD Administration, you will find access to the main page displaying links to:

General Settings;

AD Administration User Permissions;

View User Permissions;
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License Management.

2.2 In SharePoint

Open the site on which you want to add AD Administration. Then, click Edit Page on the Site Actions

menu.

Under Editing Tools, click the Insert tab, and then click Web Part.

Editing Tools
site Actions ~ B¢ ™ Browse Page Format Text || Insert
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Table Picture Video and Link Upload Reusable Web | Existing

v v Audio - File Content Part List
Tables Media Links Content % Web Parts

In the Categories section, click SharePointBoost Web Parts, and then click Add. An AD Administration

web part will be added on the page.

If the web part was not configured in Central Administration, then the web part should be displayed as

below.

{8 SharePointBoost AD Administration Web Part
You are using a trial license for AD Administration 1.0.708.1 (30 days left).
Please click here toc manage license.

_ﬁ You do not have the necessary permissions to use this web part.


http://192.168.4.85/general-installation-guide.html
http://192.168.4.85/general-faq.html

The web part will only be displayed to users with the right permissions.
3. Configuration of AD Administration in Central Administration
3.1 AD Administration General Settings

The General Settings of AD Administration give the administrator the option to specify the configuration
of logs and SMTP Server settings.
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Central Administration » General Settings -/ v
ILike It Tags &
Notes

EEM"; Log New log schedule:

Write log file on the server

oy ihis o D ¢ Monthly .
foanaation via th;e web part. € Number of day(s) to use a log file: |7

IT Delete logs from the server after |130 day(s).

|

r A SMTP domain name or IP address:

Default SMTP server settings I
for the web part.

From display name (this will be displayed in the From field of each email):

From address (this will be set as the default From address for each email):

Reply-to address (this will be set as the default reply-to address for each email):

@ Use default Windows user login credentials
¢ Use custom user login credentials

Username: |

Password: |
[T Enable SSL connection

SendTestemal |

The Log section allows the administrator to set the log options.



The AD Administration Log Schedule Options specify how often a new log file should be created. It can
either be set to create a new file monthly, or after a number of days to be specified by the administrator.

The Delete logs checkbox gives the user the option to delete the logs after a specified number of days.

The View Logs button opens up a new window displaying all changes made with AD Administration.

From | M| 12 am =ff00 =] 1o M]12 am =] 00 =] Acton | =] Fiter |
7/13 M nach was deleted successfully. e D use J J
30:20 PM The user nicky was added to Users Add AD user to AD groug 5 !
" Nicky Reed was created succ eate A ¢ agdm »
M The user dan was added to L 9 > >
12/2010 5:29:41 PM Dan Jones was created successfully,
M The user nick was added to Users 9
M Nick Johnstone was created successfully e ser D
7 ! The user luke was added to 9 S 2
12/2010 5:26:07 PM (uke John was created successfully. Creaste AD use ad rat
M christian was modified successfully Edit AD use dr rat
M michael was moddied successfully Edit AD user c at
| Sam was modified suce J rat

M Action EMailSetting on object E ting faded. The secunty validation
for this page has timed out, Click Back in your Web browser, refresh the
page, and try your operabon again

This window first displays all changes made. However, it is possible to filter these results based on the
time and date. Another option is to filter the log events based on the action performed with the AD

Administration web part.

acton | ~]

Change e-mail settings ASIOR:
Create OU Edit AD use
FElgir;aOn:Je a Edit AD use
Delete OU Edit AD use
Create AD group

er, refregRename AD group hain. Unknown

Edit AD group

Delete AD group

Add AD user to AD group
Remove AD user from AD group
Create AD user

Enable AD user account
Disable AD user account
Delete AD user

Rename AD user

Edit AD user

Reset user password
Unknown

To display more information about an entry, click on the Details link on the right side in the Log Details

column. This will display details such as the original value and the new value of the changed property.



/2 http:/ [demo:3737/ - Log Details - Windows Internet Explorer =10f x|

Description: Marketing Manager

Office 010-4506334

The SMTP Server Settings section lets the administrator customize the SMTP settings for the AD
Administration web part.

There is no need to customize these settings if the SMTP server settings are already configured in the
SharePoint Central Administration. So the administrator just has to change these settings when he wants
to specify customized settings for outgoing emails.

Everything from domain name/IP, over port, display hame, from address, to reply-to address can be
customized. The administrator can also set to use either the default Windows login credentials or that of
another user. The settings also allow enabling SSL connections.

3.2 User Permissions for AD Administration

Initially, the User Permissions for AD Administration screen is empty, as no user has been added.

Click Add Users to create a role for a user or a group.
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Central Administration » Add Users

Users

Users:
You can enter user names, group names,
or e-mail addresses. Separate with semi- SPBDEMO\administrator
colons.

& W

Organizational Unit :

Domain name:
Specify the Organizational Unit you want ISPBDemo.Iocal
these users to have permission to manage
using the SPB AD Administration web part. Username:

administrator
Note: Make sure the users to whom you I

want to delegate control have the Password:
necessary permissions in Active Directory.

| Load |

.....

[¥ Domain Controllers
i ¥ Marketing

i [¥ Administration

[¥ Product Development

----- [¥ Users

In the new window, the administrator can specify for which users or groups he wanted to specify this role.

This is done with a default SharePoint people picker.

After that the administrator has to specify which organizational units (OUs) the users or groups should
have permissions for to manage using the AD Administration web part. To do this, he has to specify the
domain name and the administrator's credentials. Click Load to load the OU tree based on these login

credentials.

In the OU tree the administrator can select the OUs the users or groups can manage by checking the

appropriate checkboxes.

After the OUs have been selected, the administrator has to specify what permissions the users or groups
should have for the selected OUs. For this, AD Administration provides several checkboxes for each

administrative task. Activate the checkboxes according to the requirements of your organization.
Tasks to be performed by using AD Administration are:

 Manage Organizational Units



Delete Organizational Units
Manage Groups

Delete Groups

Manage Users

Delete Users
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Reset Passwords

The administrator can also configure the web part layout and the AD properties settings. See Web Part

Layout and AD Properties Settings for further information.

Click Save to have the user added to AD Administration.

After the user has been added, he is displayed in the list with his Display Name, User Name, Type, and
Permissions for the web part.

Wrepoinr;iv:r- Central Administration + User Per

» fiw

The user's permission role can now be selected to be deleted or edited.

3.3 Web Part Layout and AD Properties Settings

On initial setup, AD Administration will provide four tabs, and include default and AD properties. For each

user or group set up to use AD Administration, this design can look different.



Properties

oot bt i S | JCC 0 & %
e pak First name: (%
Initials: (<%
Last name: (<%
Display name: l;]ﬁ
Description: (<%
Office: (<%
Telephone number: E]Sﬁ
E-mail: &%
Web page: E]Sﬁ

= Add New Property

& Address Qﬁ
&3 Telephones < %
& Organization Qﬁ
(3 New tab

3.3.1 Managing Tabs
To create new tabs, click New tab.

The field will change and display a field to edit the tab name. Enter the name for the new tab, and press
enter to confirm.

—
To change the current display name of a tab, click on the pencil icon , and then type in a new

name.
3.3.2 Managing Properties

To add new AD properties to the web part, click the Add New Property button that is available under

each tab.
To delete AD properties from the web part, click on the red cross & on the right side of the property.

A popup window will open to make sure that the property really should be removed.



To display property details, click the pencil icon I“L] on the right side of the property. This will bring up

the Edit Property popup window.

The Appearance settings allow the administrator to specify how the users should enter the information for
the AD properties. If Textbox is selected in the Display style dropdown box, the administrator can select
how many rows are available for editing. If DropDownList is selected, the Appearance settings box will
change to display a button to specify the values.

Edit Property

Property name
|streetAddress

Appearance
Display name

|Street:

Display style
| DropDownList -~

List values

_set |

Save | Cancel |

Click the Set button under List values to open up the List values i Webpage Dialog in which the

administrator can specify which values are available, modify values, or delete values, if necessary.

AD Administration supports drag and drop of items in the web part settings allowing the layout and setup

of the tabs and properties to be easily changed.

&3 Address [ %
B8 General ;]'33
£ Organization 2] %
(3 New tab

3.4 View User Permissions

After installing AD Administration, the View User Permissions window will be empty as no permissions

have yet been set up.



Once permissions have been set up, this location can be used to easily review permissions for users or

groups. The window displays the display name, the user name, the type of object (e.g. user, security

group, etc.), where permissions were inherited from, and the permissions themselves.

& SharePoint 2010 Central Administration » User Permissions for AD Administration :

ad adminstration tutonal

Central
Administration ) Add Users

Application Management

|| Display Name

System Settings

Monitoring G Administrator

X Delete Selected Users

4. The AD Administration Web Part

User Name

flikelt Tags &
Notes

:3 Edit Permissions of Selected Users

Type Permissions

Manage OU, Delete OU, Manage Group,

SPBOEMO\administrator User Delete Group, Manage User, Delete

User, Reset User Password

Based on the permissions set up with AD Administration, the user will have different access rights for the

web part. Logging on as Administrator, the web part displays all OUs available. The tabs will be displayed

as previously set up in the AD Administration settings in Central Administration.

(8 SharePointBoost AD Administration Web Part

You are using a trial license for AD Administration 1.0.708.1 (28 days left), Please click here to manage license.

Crganization
& sra0emo
&-[8 Domain Controllers
&-[0 Marketing
- ‘2, NewGroup
L‘ Cathenne Brown
B 5 Chnstsan Johnson
"g‘. David Smith
@-[@ Administration
»tli'[m Product Development

-3 Users

Alphabetical

| Sites

[General I Address lTelephones l Organizaﬁonl

First name:
Initials:

Last name:
Display name:

Description:

Office:

Telephone number:

E-mail:

Web page:

|Chnistian

|Johnson

IChn'stian Johnson

:




Logging on as Catherine will only display the Users OU, because her account was set up to only display
the Users OU. In addition, a different user interface for the user properties is displayed as the tabs are
arranged in a different order.

8 SharePointBoost AD Administration Web Part

You are using & trial license for AD Administration 1.0.708.1 (28 days left). Please click here to manage license.
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-8 Allowed RODC Password Reg

= ‘?, Cert Publishers

'-.‘A Denied RODC Password Repl Ry:
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‘3, DnsUpdateProxy

treet

- ‘A Domain Admins

--‘9), Comain Computers

-_‘?, Domain Controllers

‘3, Domain Guests

‘.I, Domain Users

-,‘)‘ Enterprise Admins

= _‘.3, Enterprise Read-only Domair
- ‘), Group Policy Creator Owners
~_‘), RAS and IAS Servers

‘A Read-only Domain Controller
‘?, Schema Admins

- $2 SQLServer2005SQLBrowser—
-.‘.3, SQLServerfOHostUser$Demc
- & SQLServerMSSQLServerADH
-$2 WSS_ADMIN_WPG

82 WSS RESTRICTFD WPG VaX
L« »

Alphabetical Sayve Cancel I

‘ Sites

AD Administration offers 3 different views for displaying the structure and users in it:

i Organization
9 Alphabetical
9 Sites

(& SharePointBoost AD Administration Web Part

You are using a tnal license for AD Administration 1.0.708.1 (28 days left). Piease click here to manage license.

Organization [ Address l Telephones ] General I Organization ]

Alphabetical Strest I

Sites P.0. Box: I

4.1 Organization



This is the default view for AD Administration. Here the information in AD is displayed according to the
OU structure in AD. The user can see the OUs as well as the groups and users within them given the
appropriate permissions.

4.2 Alphabetical

This view displays all users alphabetically, sorted by their last name. For each letter the number of users
with their last name beginning with this letter is displayed right of the letter.

If a SharePoint environment contains many users, the Alphabetical View will display users summarized in

object sets. This can be configured in the Appearance Settings of the web part.

Please note that this functionality does not fully support Asian languages.

4.3 Sites

The Sites View displays the users and groups according to their membership to sites in the SharePoint

environment.

4.4 The AD Administration Settings Tab

The AD Administration Settings tab allows the user to change the settings for:

SMTP Sever Settings
License Management
Change Role
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Appearance Settings

8 SharePointBoost AD Administration Web Part

You are using a tnal license for AD Administration 1.0.708.1 (28 days left). Please click here to manage license.

SMTP Server Settings £
Organization SMIF Server Setings Server Settngs

- SP8Der

License Management

Change Role

Appearance Settings |
L i

Depending on the permissions of the user, fewer options might be available. Please note that users

goman name or IP address:

without the permission in SharePoint to update the web part will not be able to see the Settings tab.

4.4.1 SMTP Server Settings

Here users can specify custom SMTP settings that are different from those configured in the AD
Administration Settings in Central Administration. These settings will be user-specific, so different users

can create different settings.



The actual configuration works in the same way as in the AD Administration General Settings in Central
Administration.

4.4.2 Change Role

If a user has different permissions for two or more OUs, he can specify which role he wants to use.
Multiple roles are usually available because the user is part of several groups for which permissions for
AD Administration were set up.

The user initially has to specify which role to use, but he can always change this selection by returning to

the window.

4.4.3 Appearance Settings

The Appearance Settings specify how many users should be displayed in one set of objects in the
Alphabetical View. This makes the view more easily manageable, and reduces load time to pull

information from AD into the web part.

So for a large number of users with their last name beginning with the same letter, the Alphabetical View
will look similar to the following.

Organization

{Address I Telephones ] General [ Organization

l
I
I
l
I
I

To display more objects, AD Administration provides a "Display more objects..." link. The "1-3" or "4-4"

links can be expanded or collapsed as required. Multiple object sets can be expanded if necessary.

Please note that for optimal performance, it is recommended that each set contains no more than 1,000

objects.

5. Managing Active Directory with the AD Administrati on Web Part
5.1 Creating Organizational Units

AD Administration offers 2 ways to create OUs:

I Click on the Actions menu while an OU is selected, and then click Create OU.
i Right click on any OU, and then click Create OU.



The Create OU window will then be displayed on the right side of the web part.

& SharePointBoost AD Administration Web Part

You are using a tnal license for AD Administration 1.0.708.1 (28 days left). Please click here to manage license.

Organization Create n; SPBDemo.local/Administration
=-[ seaDemo
1 N o
@@ Domain Controlers tame: [Human Resources
-l Marketing Desaription: |
L o
®-0E H
! il Administration Shrest: ZI
& Product Development
di_. Users
w
City: ISpringﬁcld
State /province: [
ZpPostl Code: |
Country/fregion: [Umted States El
Alphabetical Save | Cancel l
Sites

Once all necessary information is added, click the Save button to confirm. A popup window will ask for
confirmation whether or not this OU information should really be saved. Clicking OK will finalize the

process and display a confirmation message in the web part.

5.2 Creating Groups

AD Administration offers 2 ways to create groups:

9  Click on the Actions menu while an OU is selected, and then click Create Group.

T Right click on any OU, and then click Create Group.

The Create Group window will then be displayed on the right side of the web part.



(8 SharePointBoost AD Administration Web Part

You are using a tnal license for AD Administration 1.0.708.1 (28 days left), Please click here to manage license.

Organization Create in: SPEDemo . Jocal Product Development
=08 sr80emo
| .
& Domain Controllers Group name: lPrOJect Team 1
|
.lﬁ»E Marketing Group name (pre-Windows 2000): |Project Team 1
.%E Administration Description: l
@[ Product Development -
; " Emai: |ProjectTeam1@spb.local
#-Cd Users
fGroup scope [Growp type
| ¢ Domain local ! (¢ Security
| & Global ¢ Distribution
‘E " Universal
Notes:
4|
Alphabetical Save I Cancel |
Sites

Here the user can select the group name, the pre-Windows 2000 group name, as well as the group
scope and the group type. The pre-Windows 2000 group name will be added automatically when the

group name is entered. It ensures compatibility with pre-Windows 2000 system environments.
Once all necessary information is added, click the Save button to confirm. A popup window will ask for
confirmation whether or not this OU information should really be saved. Clicking OK will finalize the

process and display a confirmation message in the web patrt.

5.3 Creating Users
AD Administration offers 2 ways to create users:

1 A CI i c lActions meénh while an OU is selected, and then click Create User.

T A Right click on &cregtel®&, and then click

The Create User wizard will then be displayed on the right side of the web part.



In the first screen, the name and the logon name for the user has to be specified. Proceed by clicking
Next.



